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Digital Forensics

Evaluating LLM-Generated Word Lists for

double Physics and

Password Recovery NFI Tijn Ansems Astronomy & math
Assessing Local Large Language Models for
Automated Digital Forensic Report Generation in
Criminal Investigations NFI Ying Dehing Al
Feature Extraction for Forensic Steganalysis: BSc Health
Identifying Hidden Data informatics

NFI Tara de Groot + MSc Al (1 jaar)
Bridging art and forensics: exploring the
application of facial recognition technologies to Martigny, Laura
painted portraits for identification Zwitserland Oldenburger Mathematics
Do Deepfakes have a Heartbeat? Forensic
deepfake video detection using remote
photoplethysmography NFI Sanne de Wit Computer science
Digital Forensics & Forensic Biology
DNA Decision Support: A Machine Learning model
to predict rework success for Likelihood Ratio (LR) Carlotta
calculations NFI Cammareri Bioinformatics
Forensic Antropology
Evaluation Of The C1 Vertebra For The Estimation | University of Stavri BSc Biology, MSc
Of Sex In Unknown Human Remains West London Karasiali Toxicology
Forensic Biology
Dynamics of DNA transfer, Experimental study of
bi-directional and simultaneous DNA transfer Forensic

during handling and packaging of exhibits NFI Demi van Dijk Investigation
Proof of Concept of a Biosensor-Based Approach

for ABO Blood Group Detection in Forensic Medical laboratory
Applications AUMC Myrthe Krabbe research
Generating Empirical Data to Evaluate DNA University of

Evidence on Bricks given Activity Level Technology Emma Biomedical
Propositions Sydney Lendering Sciences
Nanopore Sequencing of DNA Mixtures for BSc en MSc
Forensic Screening of Genotypes and Phenotypic Biomedical
Characteristics AUMC Laura Overdam Sciences
Optimizing mtDNA Linearization and Assessing

Short-Term Degradation of mtDNA in Blood Using BSc Biological
Nanopore Sequencing AUMC Genevieve Rice Sciences
Forensic Biometrics

Enhancing Audio Transcription: A Pipeline for

Automatic Speech Recognition in Safety Onderzoeksraad | Pim Mathematics &

Investigations

van de Veiligheid

Meulensteen

Computer Science

Development of a Likelihood Ratio for fingermark
examination in Luxembourg based on minutia

type

Grand Ducale
Police
Luxembourg

Eva Teyssier

Mathematics and
statistical science

Evaluating the Degradation of Human Fingerprints
on Pangolin Scales: A Powder-Based Approach in
Wildlife Forensic Science

Wildlife Forensic
Academy

Clelia Venturin

Biomedical
Sciences




Organisation

Student

Previous
education

Forensic Biophysics

Characterization of carbon dots for

Rebecca van

HBO bachelor

fingermark affinity testing Saxion Oostrom chemistry

Forensic Chemistry

Hidden Clues: Maximising Impurity Detection Malwina Chemistry with

in Routine Amphetamine GC-MS Screening UVA, HIMS Kossowska Forensic Science

Implementing Portable Near-Infrared

Spectroscopy for Qualitative and Semi-

Quantitative Analysis of MDMA in Ecstasy Trimbos

Tablets Instituut Niki Roder Chemistry

Study of Concentrations and degradation of

Amphetamine-type drug waste Levels in the

Environment (SCALE) NFI Kim Verhoef Synthetic Chemistry

To the limit: establishing the applicability of

the Puck-NIR spectrometer for detecting

pesticide in soil samples. TNO Emma Tiggelaar Physics en Chemistry

Forensic Medicine

An incongruent mechanism of injury in

paediatric simple skull fracture cases: a true

'red flag' for non-accidental trauma? Erasmus MC Thorsten Geleijnse | Biomedical Sciences
Landelijk

Exploring Rhinolaryngoscopy as a Diagnostic
Tool in a Forensic Context: A Case Series

Onderzoeks- en
Expertisebureau
FMO

Flo Wijnhorst

Biology: major
Behaviour &
Neuroscience

The identification of potential injury dating
biomarkers in reconstructed human skin blunt
trauma models

GGD
Amsterdam

Mihlean Huang

Life Science &
Technology: Life
Sciences,

Forensic Toxicology

LC-MS/MS detection of SGLT-2 inhibitors for

German Sport

preventive anti-doping purposes: method University Liberal arts and
validation and metabolic profiling. Cologne Ellen van Leipsig science, bio en chem
Human Factor

Can you be trusted with an algorithm?

Research into the effects of algorithm results

on facial image comparison in forensic Liberal Arts and
science. NFI Bram Bats Sciences: Chemistry




Digital Forensics

Student Tijn Ansems

Research carried out at Netherlands Forensic Institute

Supervisor Romke van Dijk MSc

Title thesis Evaluating LLM-Generated Word Lists for Password Recovery
Abstract In digital forensic investigations, password recovery remains a

crucial yet challenging task. This research project explores the
viability of large language models (LLMs) for generating context-
specific word lists based on a suspect’s hobbies and interests,
comparing their effectiveness against a state-of-the-art
Wikipedia scraping method and the widely-used Rockyou.txt list.
Word lists were generated using three LLMs (Meta’s Llama3.1,
Microsoft’s Phi4, and OpenAl’s GPT-4o0 Mini) and evaluated
alongside the Wikipedia scraper across four public password
leaks (Battlefield, Mangatraders, Planetminecraft,
Zamzamdirect), and one real-world case. Password candidates
were created using the OneRuleToRuleThemsStill ruleset. Results
show that Rockyou.txt with rules remains the most effective
individual method, recovering up to 76% of passwords. The
Wikipedia scraper consistently outperformed all LLMs in a rule-
based approach. However, LLMs, particularly Llama3.1,
demonstrated the ability to generate unique passwords not
captured by traditional methods, contributing potentially critical
recoveries in specific scenarios. The study concludes that while
LLM-generated word lists are not currently on the same level as
existing techniques in terms of efficiency and recovery rate, they
have the ability to serve as a supplementary tool in targeted
investigations. Recommendations for improving LLM efficiency
and using other datasets are provided to improve forensic
applicability.




Student Ying Dehing

Research carried out at

Netherlands Forensic Institute

Supervisor

dr. Hans Henseler

Title thesis

Assessing Local Large Language Models for Automated Digital
Forensic Report Generation in Criminal Investigations

Abstract
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Chat conversations are an essential data source in forensic
investigations; however, manually analysing these chats is time-
consuming. As such, there is a growing interest in leveraging LLMs
to assist in structuring and interpreting these messages. While
cloud-based LLMs offer strong performance in processing
unstructured data, they introduce privacy and transparency risks in
forensic contexts. This thesis evaluates the feasibility of using local
LLMs to create structured forensic investigative reports from
unstructured chat data. Unlike cloud-based models, local LLMs run
on offline hardware, offering privacy and data control.

A two-stage prompting framework, consisting of independent
evidence summarisation and final report synthesis, was developed
to guide four local LLMs, Deepseek-R1-Distill-LlaMA-8b, Microsoft
Phi 4 Reasoning Plus, Google Gemma 3 12b, and Google Gemma 3
27b. Their outputs were compared to a benchmark report created
by Gemini, a high-capability cloud-based model. The performance
was evaluated across six forensic criteria: entity identification,
trace ID retrieval, role attribution, timeline consistency, factual
consistency, and reasoning quality.

Results show that while local LLMs perform well in identifying
individuals, they still struggle with structured tasks, like retrieving
trace IDs and chronological reasoning. Gemma 27b and Phi 4
demonstrated the most balanced performance among the tested
models. However, both models still exhibited limitations, including
hallucinations and a failure to generate a complete and accurate
timeline. This research suggests that fine-tuning the models could
improve local LLMs' utility in real-world investigations, as the
models hold significant promise as assistive tools under human
oversight in digital forensic investigations.




Student Tara de Groot

Research carried out at Netherlands Forensic Institute

Supervisor Meike Kombrink MSc

Title thesis Feature Extraction for Forensic Steganalysis: Identifying Hidden
Data

Abstract Image steganography is a technique used to hide information in

an image so that no third party will expect the existence of the
information. Steganalysis is the process of detecting
steganography and is essential in forensic context to uncover and
examine hidden content embedded in images. Due to the nature
of forensic steganalysis, where the specific embedding method or
tool is often unknown, retrieving the hidden content from a
steganographic image remains a complex challenge. In practical
forensic investigations, researchers often rely on brute-force
testing of multiple tools in an attempt to extract the hidden data,
which is time consuming and inefficient. To support this forensic
challenge, this research identifies image features that can help
distinguish between different steganography tools. Six distinct
features were identified that show potential for tool
differentiation. These features include quantization tables, fixed
position signatures, variable position signatures, Exchangeable
Image File Format data, bit utilization rate, and the chi square
statistic. These findings could assist a forensic investigator in
identifying the most likely tools used, making the process of
information extraction more efficient and less time-consuming.
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Student \ Sanne de Wit

Research carried out at Netherlands Forensic Institute

Supervisor drs. Stijn van Lierop MSc

Title thesis Do Deepfakes have a Heartbeat? Forensic deepfake video
detection using remote photoplethysmography

Abstract As deepfake videos become more widely spread and realistic it is

of increasing importance to be able to determine the authenticity
of videos, as deepfake videos can be used with malicious intent.
This study describes the training and validation of a deepfake video
detection model trained on remote photoplethysmography (blood
volume pulse) signals. The method consists of extracting blood
volume pulse signals from 77 facial patches and using these signals
as the training feature of an LSTM model. The model performs with
an accuracy of 87.97\%, precision of 89.36\%, recall of 79.25\%
and F1 score of 84.00\% on a custom dataset. The dataset included
real videos and two types of deepfakes, namely those generated
by faceswapping and those generated by text-to-video prompting
Al-tools. A validation of the accuracy of rPPG signals was
performed by conducting experiments where ground truth heart
rate was measured and compared to the rPPG estimated heart
rate. This resulted in an average root mean squared error of
around 20 beats per minute difference for the GREEN method of
extraction and the POS method of extraction for videos with
normal and bad lighting conditions. The video with a lot of motion
had a high error of around 35 bpm for the GREEN method an
improved accuracy using the POS method with on average 25 bpm
error. Concluding, it is still unsure whether the model uses blood
volume pulse specific information to base its authenticity
prediction, or some other feature hidden within the extracted
signals. However, the presented model is validated on detecting
text-to-video generated deepfake videos as well as faceswapped
deepfake videos. A technique such as this should be continuously
monitored on effectiveness as deepfake generation methods keep
improving.




Student _lauraOldenburger

Research carried out at Martigny, Zwitserland

Supervisor prof.dr. Sébastien Marcel

Title thesis Bridging art and forensics: exploring the application of facial
recognition technologies to painted portraits for identification

Abstract The identification of individuals in historical portrait paintings

remains a persistent challenge in art history, particularly when
documentation is limited or contested. This thesis explores the
potential of modern face recognition technologies as a forensic
tool to support such identification efforts. Specifically, we
investigate whether facial recognition systems can be reliably used
to assess two 18th-century portraits by Jean-Etienne Liotard,
which are suspected to depict either Marie Antoinette or Marie
Caroline of Austria. Three face recognition models (Iresnet100,
Edgeface, and Neurotech) were evaluated on multiple datasets of
painted portraits, and likelihood ratios were used to quantify the
strength of the evidence in favor of competing identity
hypotheses. While the systems showed generally quite good
performance on painted portraits overall, the results for the
guestioned images revealed a critical limitation: similarity scores
varied widely depending on the confirmed portrait used for
comparison. As a result, no single, reliable likelihood ratio could be
reported for either identity hypothesis. The analysis showed that
factors such as artistic style, time period, and painter significantly
influence the performance and interpretability of face recognition
outputs. Without a calibration and evaluation set that is closely
matched to the questioned portraits, the likelihood ratios become
unreliable. This study highlights both the promise and the current

limitations of applying facial recognition
technology to historical portraiture. When used with appropriate
reference material,

these systems may provide objective, probabilistic support for
sitter identification, but they must be applied with caution and
contextual awareness.




Forensic Anthropology

Student Stavri Karasiali

Research carried out at School of Human and Social sciences, University of West London

Supervisor dr. Xenia-Paula Kyriakou

Title thesis Evaluation Of The C1 Vertebra For The Estimation Of Sex In
Unknown Human Remains

Abstract Background and Aims:

Sex estimation is a critical step in forensic anthropology, essential
for constructing the biological profile of unidentified human
remains. While traditional methods often rely on the pelvis or
skull, these bones are frequently absent or damaged in forensic
and archaeological cases. This study investigates the forensic
potential of the first cervical vertebra (C1 or atlas), a structurally
robust and anatomically protected bone, for sex estimation in a
modern Greek-Cypriot population. The objective is to assess sexual
dimorphism in C1 morphology and develop population-specific
models for classification.

Methods:

A sample of adult individuals from the Cyprus Research Reference
Collection was examined using eight osteometric dimensions of the
atlas. Measurements were statistically analyzed using logistic
regression and cross-validation techniques to assess model
performance and reduce variable complexity.

Results:

The study identified specific C1 measurements that contribute
meaningfully to distinguishing between sexes. A simplified
statistical model using a subset of key dimensions demonstrated
improved interpretability and satisfactory classification potential.

Conclusions:

Findings support the forensic utility of the C1 vertebra as a
supplementary element for sex estimation, especially in cases
where more dimorphic skeletal parts are unavailable. The study
highlights the value of developing population-specific models and
reinforces the inclusion of alternative skeletal elements in forensic
protocols.




Forensic Biology

Student Demi van Dijk

Research carried out at

Netherlands Forensic Institute

Supervisor

dr. Bas Kokshoorn

Title thesis

Dynamics of DNA transfer, Experimental study of bi-directional
and simultaneous DNA transfer during handling and packaging of
exhibits

Abstract

Transfer of mixtures
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Clothing and its packaging are frequent sources of DNA in
casework, yet activity level interpretations often rely on untested
assumptions about proportional transfer between contributors.
Packaging can also facilitate secondary movement of traces, so
proportionality may reflect material behaviour and handling rather
than deposition.

This study investigates how packaging and handling influence the
extent and proportionality of simultaneous and bidirectional DNA
transfer between common forensic materials. Using a controlled
laboratory setup with unfiltered saliva, pairs of cotton and
Breathable Evidence Bag substrates were brought into contact
under fixed conditions, 150 puL deposition volume, 5 minutes
contact, 210 rotations per minute orbital motion, and 775 g
applied mass. Variables included surface pairing, direction of
transfer, and drying time before contact. DNA recovery was
qguantified, and contributor mixture proportions were estimated
using probabilistic interpretation software.

Across 632 experimental samples, yielding 316 paired transfer
events, transfer magnitude and symmetry depended strongly on
surface pairing and direction. Cotton consistently acted as an
efficient receiver from BEB, particularly from the porous surface,
while BEB plastic was a poor receiver from cotton. Distributions of
transfer proportions were highly skewed toward low values yet
included both complete failures and complete transfers.
Proportionality did not generally hold. In simultaneous mixtures
with equal input, ratios clustered near one, whereas skewed
inputs such as 1:10 often did not preserve the original balance and
clustered near one rather than near 0.1. Bidirectional exchanges
seldom resulted in equal contributions, especially for BEB to
cotton combinations, which were frequently dominated by a
single contributor. Drying time shaped proportionality and
outcomes, with shorter drying tending to produce ratios closer to
one, while longer drying produced wider spreads with lower to
zero contributions.

These results show that proportional exchange should not be
assumed in either simultaneous or bidirectional contact. Mixture
ratios in recovered profiles are shaped by substrate properties,
donor and receiver roles, and drying conditions rather than by
input amounts alone. The findings provide empirical guidance for
activity level interpretation in casework involving clothing and
evidence packaging and reduce reliance on untested
proportionality assumptions.
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Student _Myrthe Krabbe ..

Research carried out at Amsterdam UMC

Supervisor dr. Annemieke Van Dam

Title thesis Proof of Concept of a Biosensor-Based Approach for ABO Blood
Group Detection in Forensic Applications

Abstract Fingerprints are essential in forensic investigations, traditionally

analyzed for ridge pattern matching using databases and DNA
profiling. However, DNA recovery is often challenging due to low
sample quantities, and ridge pattern analysis can be compromised
by degradation or the absence of a match in the database. Beyond
pattern recognition and DNA, fingermarks contain biochemical
residues that can provide valuable donor information, including
blood type. This type of chemical profiling could complement
traditional forensic methods by providing additional characteristics
that help narrow down the pool of potential suspects.

This study aims to contribute to the future development of a
biosensor-based method for detecting ABO-related biomarkers in
fingermark residues, thereby enhancing donor profiling in forensic
investigations. Direct analysis of such residues remains technically
challenging due to the complex nature of fingermarks, which are
characterized by low analyte concentrations, variable chemical
composition, and high background interference.

To address this, two different SPR measurement protocols were
tested: continuous flow and non-continuous (sedimentation-
based) flow. As an initial step, the assay was optimized and
validated using blood, a more compositionally stable and antigen-
rich matrix, before being applied to more complex trace samples,
such as fingermarks. Continuous flow measurements involve a
constant flow of sample over the sensor, while non-continuous
measurements allow the sample to remain in contact with the
sensor surface for an extended interaction time. Experimental
results demonstrated that non-continuous SPR measurements
effectively detected specific antigen—antibody interactions in red
blood cell samples, particularly at a 1:30 dilution. Continuous flow
proved less effective.

These findings demonstrate proof of concept for biosensor-based
ABO typing. As a future application, the assay will be adapted for
the direct detection of blood group markers in fingermark
residues, potentially advancing chemical fingerprint profiling as a
valuable tool in forensic science.
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Student Emma Lendering

Research carried out at

University of Technology Sydney

Supervisor

Georgina Meakin

Title thesis

Generating Empirical Data to Evaluate DNA Evidence on Bricks

given Activity Level Propositions

Abstract

This study explores the current capabilities for evaluating DNA evidence on bricks at the activity level by
constructing a Bayesian network (BN) based on a Dutch murder case. This involved two key objectives: 1)
to assess the applicability of published DNA transfer data across different substrate types, and 2) to
generate new, case-relevant data on DNA transfer to bricks. A systematic literature search was conducted
to assess the availability of suitable data for probability assignment in the case. This revealed variability in
DNA transfer outcomes across substrates, including different rates of DNA transfer occurrence, DNA
quantities and profile contribution. To address the limited availability of representative data, a parameter
sensitivity analysis was conducted to identify key variables influencing the outcome of the evaluation. Two
laboratory-controlled experiments were conducted, in which participants held a brick for 60 seconds and
hit five times with a brick. Results showed significantly higher DNA yields and a higher proportion of
transferred profiles following hitting with a brick compared to passive holding, likely due to differences in
pressure and friction. Generated data was used to inform probabilities in the BN, resulting in a higher LR
compared to literature-based probability assignment. These findings, along with constructed contribution
tables from reanalysed published data, contribute to a growing empirical basis for activity level
evaluations and support more robust interpretation of trace DNA in forensic casework.
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Student \ Laura Overdam

Research carried out at Amsterdam UMC
Supervisor P. Henneman
Title thesis Nanopore Sequencing of DNA Mixtures for Forensic Screening of

Genotypes and Phenotypic Characteristics

Abstract Forensic investigations often revolve around person identification
based on biological material recovered from crime scenes. This is
typically achieved through short tandem repeat (STR) profiling.
When STR analysis does not yield a match, further insights into the
unknown individual(s) may be obtained through forensic DNA
phenotyping (FDP). Oxford Nanopore Technologies (ONT) offers a
sequencing platform capable of providing genetic and epigenetic
information in a single assay - without the need for bisulfite
conversion or amplification steps. Previous research has
demonstrated the potential of ONT’s PromethION platform for the
detection of genotypes and prediction of phenotypic traits from
individual DNA samples. As this research showed relevant results, a
relevant and arguably more challenging forensic application is DNA
mixture analysis. This study explores the feasibility of ONT
sequencing for FDP  in  two-person  DNA  mixtures.

Mixtures were prepared by combining DNA libraries derived from
blood and saliva in 80:20 and 60:40 ratios. In order to deconvolute
the afore-mentioned mixtures three different strategies were
employed, all phasing-based. Firstly, we applied the software
package WhatsHap, which was unsuccessful, mostly due to the
package’s assumption of a diploid genome with equal allele
contributions. The second approach, employing MacroHapCaller
that aims to construct macrohaplotypes, yielded suboptimal results
as the resulting haplotypes were too short to be informative and
were detected with unexpectedly low read depths (RD). The third
approach combined tssv from the FDSTools package for phasing-
based haplotype construction with DNAStatistX. When focusing on a
subset of reads for a proof-of-concept, this strategy showed some
potential. However, only a limited number of reads could be
assigned to individual donors, resulting in low marker RD and
incorrect genotypic predictions. To enhance the potential of this
approach, future efforts should focus on increasing the number of
informative phasing markers, by including additional phasing
markers such as single nucleotide polymorphisms (SNPs), insertions
and deletions (InDels) and STRs. Further refinement of the tools used
in this study may improve DNA mixture analysis generated by ONT
sequencing. Additionally, the development of a novel bioinformatic
tool specifically designed for the deconvolution of ONT data could
significantly enhance forensic DNA analysis.
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Student _GenevieveRice ...

Research carried out at Amsterdam UMC

Supervisor P. Henneman

Title thesis Optimizing mtDNA Linearization and Assessing Short-Term
Degradation of mtDNA in Blood Using Nanopore Sequencing

Abstract Reliable estimation of the time since deposition (TsD) of

bloodstains remains a major challenge in forensic genetics, as no
validated method has yet been adopted into routine casework.
One potential avenue is the use of mitochondrial DNA (mtDNA),
which is present in high copy number and exhibits greater stability
than nuclear DNA. However, intact mtDNA is circular, and in this
form cannot be directly sequenced on nanopore platforms, which
require linear molecules for adapter ligation. This study addressed
two related questions: (i) which approach for mtDNA linearization
is most suitable for nanopore sequencing, and (ii) whether mtDNA
degradation patterns in bloodstains can serve as short-term
indicators of TsD. In Phase 1, three restriction enzymes (BsiWI,
Pmel, and SnaBIl) were evaluated for their ability to linearize
circular mtDNA. All produced effective cleavage, but Pmel was
selected as the most suitable due to its combination of efficient
digestion, minimal disruption of nuclear forensic markers, and the
lowest cumulative variant burden across global populations. This
provides a reliable strategy for generating full-length mtDNA
molecules suitable for long-read sequencing. In Phase 2, a time-
series analysis was performed on 24 barcoded whole-blood
samples (collected in EDTA tubes, DNA extracted using the Qiagen
QlAamp DNA Mini kit) that were directly sequenced on the
PromethlON platform without amplification. Three metrics were
assessed: normalized long-read coverage (>16 kb), normalized
short-read coverage (<1 kb), and mean fragment length. No
consistent degradation trends were observed over the 10-day
interval, and the variability between time points is most likely
attributable to technical or stochastic factors rather than biological
degradation. These findings suggest that mtDNA in blood is highly
stable over short-term intervals and is unlikely to provide reliable
TsD estimates in this timeframe. Future research should aim to
validate these results, test alternative experimental setups
(avoiding EDTA anticoagulants), increase replication across
multiple donors, and extend time-series studies to longer intervals.
Together, this work demonstrates a practical approach for
preparing full-length mtDNA for nanopore sequencing while
highlighting the biological and technical limitations of mtDNA
degradation for short-term TsD estimation in bloodstains.
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Forensic Biology/Data Science

Student Carlotta Cammareri

Research carried out at

Netherlands Forensic Institute

Supervisor

dr. Corina Benschop

Title thesis

DNA Decision Support: A Machine Learning model to predict
rework success for Likelihood Ratio (LR) calculations

Abstract
S )

In forensic DNA interpretation, the decision to re-analyze
previously processed DNA measurements, referred to as rework, is
a critical yet resource-intensive step. While rework can improve
the strength or clarity of DNA evidence, it does not always lead to
more informative results. This study aimed to develop a machine
learning model to predict the probability that a rework will be
successful, enhancing the existing DNA Decision Support Tool at
the Netherlands Forensic Institute. Success was defined in terms of
changes in the Likelihood Ratio (LR) and conclusion status,
representing the interpretation of the evidence reported by
forensic officers.

The dataset used for model development consisted of real
casework measurements enriched with both DNA quality metrics
and probabilistic interpretation features. Four supervised models
were trained using Logistic Regression and Random Forest
Classifier, each based on a different combination of input features
and success definitions. The best-performing model, including both
profile and LR-related features, achieved strong performance with
an accuracy of 73.1% and a ROC-AUC of 0.719, capturing most
successful reworks.

The analysis of the predictive features revealed that LR-related
variables, such as the mixture proportion estimated for the Person
of Interest (POI) and the expected peak height, were the most
influential in predicting success. Additional models were trained to
assess whether rework would be performed and to explore the
predictive performance per rework type, with promising results for
strategies such as PCR replicates and the re-analysis of DNA
measurements with lower analytical threshold, referred to as low-
threshold rework.

While the models provided useful insights, limitations such as class
imbalance, subjective success definitions and sparse data for less
frequent rework types remain. Importantly, experts should use the
model as a support tool to aid their decision-making process, while
retaining full responsibility for final interpretations.

Overall, this work demonstrates the feasibility of integrating
predictive modeling into forensic workflows to support more
informed and potentially more efficient rework decisions. It
highlights the critical role of LR-related features in predicting
rework success, laying the groundwork for a data-driven system
that leverages probabilistic evidence to support ongoing decision-
making.

15




Forensic Biometrics

Student _Pim Meulensteen

Research carried out at Onderzoeksraad van de Veiligheid

Supervisor Floris Gisolf MSc

Title thesis Enhancing Audio Transcription: A Pipeline for Automatic Speech
Recognition in Safety Investigations

Abstract This research addresses the challenge of accurate automatic

speech recognition (ASR) in high-noise environments, specifically
targeting safety investigations involving audio from cockpit voice
recorders (CVRs) and voyage data recorders. The developed
pipeline integrates three primary components: denoising, fine-
tuning of the Whisper large-v3 ASR model, and post-processing
with large language models (LLMs). 105 different denoisers were
evaluated, revealing that the optimal denoiser reduced character
error rates, enhancing transcription accuracy. Fine-tuning Whisper
large-v3 further improved performance, particularly when trained
on denoised air traffic control audio for five epochs. However,
current open-source LLMs demonstrated insufficient reliability for
effective post-processing. Despite this limitation, the overall
pipeline provided meaningful accuracy improvements, shown by
for example the reduced character error rates on a real-world CVR
sample from a baseline of 34% to 19%. This reduces manual
correction efforts and enhances the utility of audio recordings
analysis.
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Student Eva Teyssier

Research carried out at

Grand Ducale Police Luxembourg

Supervisor

Arthur Topper MSC

Title thesis

Development of a Likelihood Ratio for fingermark examination in
Luxembourg based on minutia type

Abstract
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In response to the growing need for empirically grounded and
probabilistic frameworks in forensic science, this study develops a
foundational Likelihood Ratio (LR) model for fingermark
examination tailored to the Luxembourgish population. Moving
beyond traditional subjective assessments, this research revisits
the fundamental evidential value of minutia type and prevalence.
A population-specific database was established manually
annotating 15 distinct minutia types from a dataset of 1,080
fingerprints from 108 individuals. Drawing an analogy with DNA
analysis, the LR model incorporates a correction factor to account
for population substructure, using fingerprint patterns (arches,
loops — right and left, and whorls) as subpopulations.

The analysis confirmed that minutiae frequencies are not uniform,
with endings and bifurcations being most common, while others,
like trifurcations, are exceptionally rare. The foundational LR model
demonstrated that the presence of specific minutia types,
especially rarer ones, provides a quantitative measure of evidential
strength, offering valuable information even in the absence of
more complex spatial data. Further explorations into advanced
statistical methods, including Dirichlet-Multinomial and Copula
models, highlighted the challenges and future directions for
modelling complex inter-minutiae dependencies and addressing
the encountered limitations.

This research successfully establishes a transparent and accessible
framework for the quantitative evaluation of fingerprint evidence
in Luxembourg. By adapting established principles from population
genetics, this work provides both a conceptual model and the
empirical data necessary for future development, contributing to
the international shift towards more robust and statistically
grounded methods in forensic science.
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Student \ Clelia Venturin

Research carried out at Wildlife Forensic Academy

Supervisor Thomas Shehata MSc

Title thesis Evaluating the Degradation of Human Fingerprints on Pangolin
Scales: A Powder-Based Approach in Wildlife Forensic Science

Abstract

Animal poaching and trafficking remain some of the most pressing transnational crimes, with devastating
ecological and societal consequences. These impacts extend far beyond the regions where animals are
poached, as trafficking routes cross multiple international borders before reaching consumer markets.
Pangolins are the most trafficked mammals globally and are primarily targeted for their scales. Despite
increasing global awareness, wildlife crime remains underrepresented in forensic research and practice.
This research builds on previous methodological studies to investigate the degradation of latent human
fingerprints on pangolin scales over time. While the limited literature available has so far focused solely on
Asian pangolin species, this study expands the research scope to the African species. The primary aim of
this project is to assess how fingerprints degrade over time on pangolin scales, under controlled
conditions. Ultimately, the research addresses a critical gap in wildlife forensic science by establishing
baseline knowledge on fingerprint longevity on African pangolin scales, with the goal of supporting law
enforcement efforts against pangolin trafficking and similar crimes. Latent prints from three donors were
deposited and allowed to age over eight time intervals, ranging from 2 hours to 1 month. Two fluorescent
fingerprint powders, orange and green, were used to visualise the prints. Beyond analysing general
degradation trends and differences between donors, this research also examines the influence of several
variables on fingerprint quality, including finger type (index vs. thumb), hand dominance, and powder
colour. Results revealed a rapid decline in fingerprint quality, with a significant drop in forensically useful
prints after 48 hours and complete loss by one month. Contrary to expectations, the green powder
consistently outperformed the orange, challenging prior assumptions about lycopodium-based powder
performance. No significant differences were observed between finger types or hands, but donor
variability strongly influenced print quality and degradation patterns. These findings confirm the volatility
of latent fingerprints on pangolin scales. This research contributed foundational insights into the
persistence of fingerprints on African pangolin scales. These findings warrant further investigation to
inform forensic practices in wildlife crime.
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Title thesis Characterization of carbon dots for fingermark affinity testing
Abstract Carbon dots (CDs) have emerged as promising nanomaterials for

forensic  applications, particularly in latent fingermark
visualization. However, a significant gap remains between
nanomaterial development and practical forensic
implementation. This study aims to bridge that gap by
characterizing CDs for potential application in forensic trace
evidence analysis, focusing on their optical, chemical, and
morphological properties. Green-yellow, yellow, orange, and red-
emitting CDs were synthesized via hydrothermal treatment of o-
or p-phenylenediamine as precursors in water and ethanol. The
CDs exhibited excitation-independent emission in the visible
range and solvent-sensitive  fluorescence intensities.
Thermogravimetric analysis (TGA) and X-ray photoelectron
spectroscopy (XPS) indicated low graphitization levels and
solvent-specific chemistry. Atomic force microscopy (AFM)
confirmed nanoscale particle sizes suitable for fingermark
visualisation in forensics. Fluorescence analysis, supported by
AFM, XPS, and Raman spectroscopy, suggests a surface-state-
dominated emission mechanism rather than quantum size effects,
with emission properties influenced by solvent environment and
nitrogen functionalities.

An affinity assay demonstrated that CDs exhibit no non-specific
binding to functionalized glass slides mimicking fingermark
components e.g. amino acids, fatty acids, and inorganic ions
enabling targeted surface modification without background
interference. These findings not only advance material
understanding but also support the forensic applicability of CDs,
especially in developing more selective, low-background
detection systems for trace evidence. This work contributes to
bridging material science with operational forensic practice.
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Title thesis Hidden Clues: Maximising Impurity Detection in Routine
Amphetamine GC-MS Screening

Abstract Routine gas chromatography-mass spectrometry (GC-MS)

screening of amphetamine

rapidly identifies the main drug component but provides limited
information on impurities. Profiling methods capture a broader
range of impurities and produce patterns that enable batch
comparisons, synthetic route elucidations, and insights into
supply chains and distribution networks. However, they are too
laborious and time-consuming for routine use. This study aimed
to bridge profiling and screening by optimising a GC-MS method
to recover more chemical information while remaining
compatible with routine workflows, supporting the FIDBID
(Forensic lllicit Drug intelligence through Big and Intelligent
analysis of chemical and criminological Data) project.

Twenty amphetamine samples were analysed using the SMT-
CT98-2277 profiling method as a reference and four GC-MS
screening methods. The Dutch Customs (DC) method detected
impurities in 17 of 20 samples and was selected for optimisation,
with parameters set to an oven temperature of 110 °C, split ratio
of 10, and a final hold of 4 minutes. In sample SMT11, the
profiling, DC, and DC Optimised methods detected 23, four, and
11 impurities, respectively. Applying DC Optimised across all 20
DC-prepared samples uncovered nine additional impurities,
defining 20 targets for Selected lon Monitoring (SIM). SIM
detected 17 impurities in SMT11 and 18 in DC11, compared with
7 by DC and 11 by DC Optimised, representing a substantial
increase in impurity coverage.

DC Optimised and SIM offer a rapid, practical approach that
preserves forensic

intelligence, and can be integrated into existing workflows
without additional sample

preparation or analyst effort.
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Title thesis Implementing Portable Near-Infrared Spectroscopy for
Qualitative and Semi-Quantitative Analysis of MDMA in Ecstasy
Tablets

Abstract The Drug Information and Monitoring System (DIMS) is a Dutch

network of drug checking services (DCS) where people can
submit their substances for analysis and receive advice about
potential health risks. However, current methods like GC-MS and
LC-DAD require technical expertise and due to increasing
workload, not all samples can be analysed. To address this, a
portable near-infrared (NIR) spectrometer was developed,
named the Powder Puck, for rapid on-site drug analysis. This
study evaluates the performance of the Powder Puck for
qualitative and semi-quantitative analysis of MDMA in ecstasy
tablets compared to current DIMS laboratory methods. For
qualitative analysis, thresholds for Shannon entropy and
similarity score were optimised to maximise model precision and
recall. The optimal thresholds (entropy 1.8 and similarity 0.9 for
intact pills; 1.1 and 0.85 for crushed pills) yielded F1 scores of
0.9518 for intact pills and 0.9631 for crushed pills, with no false
positives. False negatives occurred primarily in samples with low
MDMA dose or unidentified compounds. A protocol was
developed to refer such uncertain measurements for laboratory
analysis. Principal component analysis (PCA) regression models
were constructed to predict MDMA dose based on NIR spectra.
This resulted in a root mean square error of prediction (RMSEP)
of 3.03 wt% for the model based on averaged spectra of pills and
2.97 wt% for the individual spectra of powders. 100% of the
predictions for pills and 96.4% for powders fell within the £30 mg
margin used by DIMS for different pills from the same batch.
However, categorizing doses into levels (low, medium, high) led
to a misclassification rate of 21.4% for pills and 37.9% for
powders, indicating a need for more low- and high-dose samples
in the calibration set. To further optimise the quantification,
future research should focus on finding a better link between
MDMA dose and NIR spectra, using NMR spectroscopy as a
reference technique. In conclusion, this research demonstrates
that portable NIR spectroscopy, combined with chemometric
modelling, is a reliable method for on-site analysis of ecstasy
tablets. Its implementation into DCS could support harm
reduction by providing faster drug analysis results.
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Title thesis Study of Concentrations and degradation of Amphetamine-type
drug waste Levels in the Environment (SCALE)

Abstract

With the Netherlands being the main producer of illegal amphetamine type drugs in Europe, the waste
created during the synthesis of these drugs is a great concern. This waste is often illegally dumped or
discharged into nature. In order to aid forensic investigations concerning the discharge of this waste in
environmental samples, this research investigates the degradation speed of characteristic compounds
often found in synthetic drug production waste in surface water, soil, manure and digestate. Additionally,
it was explored if a background concentration of these compounds could be found in the same matrices in
areas not suspected of illicit waste dumping. The influent of wastewater treatment plants is known to
contain synthetic drug related compounds which are not always entirely removed. Contaminated effluent
could thus create a background level of these compounds in surface water for example. Degradation
experiments were conducted using samples spiked with methamphetamine production waste and samples
from drug-related cases sent for investigation to the Netherlands Forensic institute that tested positive.
The samples were analyzed with liquid chromatography mass spectrometry (LC-MS) and gas
chromatography mass spectrometry (GC-MS). Samples for the background concentration determination
were taken from across the Netherlands and analyzed in the same way. Degradation occurred at
temperatures of 19 degrees Celsius. The degradation of (meth)amphetamine, MDMA, BMK, and PMK in
synthetic drugs production waste was slower than literature values reported for these compounds without
the presence of the waste. This leads to the assumption that the presence of the toxic production waste
influences microbial degradation. No background levels of any of the characteristic production waste
compounds could be found in 77 analyzed samples. This indicates that drug related compounds do not
commonly occur in nature. These results provide insights that can aid forensic investigations that try to
link the presence of synthetic drugs production waste compounds in the environment with a deliberate
illegal discharge of waste.
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Title thesis To the limit: establishing the applicability of the Puck-NIR
spectrometer for detecting pesticide in soil samples.

Abstract

The detection and identification of Chemical Warfare Agents (CWAs) in the field is an ongoing field of
research, as the current techniques are either slow or involve unwanted actions such as destroying or
handling samples. An alternative to the current techniques is Near Infrared (NIR) spectroscopy, which
offers fast results and is non-intrusive. Previous research showed NIR can be used to identify pure
pesticides and CWAs, but its limitations when applied to more realistic scenarios, such as pesticides in
matrices, are unknown. As well as the need for preprocessing the data in such cases. This work focuses on
the application of NIR spectroscopy for the identification of pesticides in soil and the development of a
data preprocessing workflow for this, as preparatory work for later research on the identification of CWAs
in matrices.

To this purpose, dilution series of malathion in potting soil and acid-washed SiO2 were measured using a
portable NIR-spectrometer and preprocessed to account for additive and multiplicative effects to minimise
matrix influence as much as possible. The outcome of the preprocessed data was compared to a small
library of pesticides, solvents and VX, using cosine similarity, to determine the best preprocessing method.
Preprocessing with Extended Multiplicative Scatter Correction using a reference spectrum, a good
spectrum and a bad spectrum resulted in malathion as the highest match on all Si0O2 samples. A slight
variation in the application of this method, adding wavelength selection and background subtraction,
made it possible to identify malathion in almost all samples of malathion in potting soil as well. Showing
NIR spectroscopy is promising as an identification technique for pesticides in sandy matrices.

Future research should look at this workflow for identifying CWAs in matrices, extend the research to
include hyperspectral cameras, and consider machine learning methods to assist in the identification of
the substances.
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Title thesis An incongruent mechanism of injury in paediatric simple
skull fracture cases: a true 'red flag' for non-accidental
trauma?

Abstract Introduction: Simple skull fractures are common in infants

and toddlers and may arise in both accidental and abusive
contexts. On their own, such fractures do not discriminate
between an accidental and non-accidental cause. The
presence of additional, independent injuries may facilitate
discrimination, but in their absence, clinicians must rely on
the identification of occult injuries through further
diagnostic work-up. To balance the risk of missing child
abuse with the need to avoid unnecessary investigations - as
well as unwarranted suspicion towards caregivers - reliable
indicators of occult injury are essential to guide clinical
decision-making. Among these, the absence of a plausible
explanatory mechanism may serve as a particularly
important warning sign.

Material and Methods: A retrospective, observational study
was conducted using cases from the Dutch Expertise Centre
for Child Abuse (DECCA) between 2015 and 2024. Infants
aged 0-2 years with a skull fracture diagnosis were
identified. Advisory letters and radiology reassessment
reports were reviewed to classify fractures as simple,
complex, or depressed, to establish whether the provided
mechanism of injury was reported as congruent or
incongruent and to identify the presence of occult injuries
detected during diagnostic work-up. Statistical analyses
examined the association between mechanism congruence
and the presence of occult, independent injuries.

Results: Of 193 eligible cases, 101 involved simple skull
fractures. In 31 cases (31%), the reported mechanism of
injury was incongruent with the clinical findings. Among the
incongruent cases undergoing diagnostic work-up (n=25),
occult injuries were detected in 9 cases. Incongruence was
significantly associated with the presence of occult injuries
(p=0.006). Mechanism incongruence yielded a sensitivity of
0.75 and specificity of 0.71 for detecting occult injury, with a
negative predictive value of 0.93.

Discussion: While simple skull fractures alone lack
discriminative value in suspected child abuse, incongruence
between the reported mechanism of injury and the clinical
findings substantially increases the likelihood of identifying
occult abusive injuries. Mechanism incongruence should
therefore be considered a critical red flag warranting
comprehensive diagnostic evaluation.
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Title thesis Exploring Rhinolaryngoscopy as a Diagnostic Tool in a Forensic
Context: A Case Series

Abstract

Non-fatal strangulation (NFS) is a severe marker of intimate partner violence and a leading risk factor for
femicide. Its forensic assessment is challenging, as external injuries are absent in up to 50% of the cases.
Internal laryngeal injuries, however, may provide critical objective evidence.

Rhinolaryngoscopy, widely used in clinical otolaryngology, could support medical assessments of NFS, but
its reliability in this context remains unexplored. In addition, post-mortem rhinolaryngoscopy may provide
a non-invasive visualization of internal structures in cases when a full autopsy is not possible.

This study describes a case series of four post-mortem rhinolaryngoscopic procedures. Rhinolaryngoscopy
findings were compared with macroscopic examination during autopsy. Feasibility, technical challenges,
and procedural integration of the procedure were evaluated.

Rhinolaryngoscopic findings largely corresponded with autopsy results. Vocal cord visualization was often
hindered by post-mortem secretions, though nasal and pharyngeal structures were successfully visualized.
The procedure was minimally invasive, easily integrated into the workflow, and caused no structural
damage.

Rhinolaryngoscopy offers potential for assessing internal laryngeal trauma in both post-mortem settings
and NFS cases. Although visualization was limited by post-mortem changes, the procedure produced
highquality images and was easily implemented into the workflow. With technical refinements, post-
mortem rhinolaryngoscopy could complement forensic investigations. While further validation is required,
rhinolaryngoscopy may also provide a valuable diagnostic tool to strengthen the forensic assessment of
NFS.

Rhinolaryngoscopy a forensic context
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Title thesis The identification of potential injury dating biomarkers in
reconstructed human skin blunt trauma models

Abstract Crime reconstruction is a fundamental component of criminal

investigations, wherein injury dating can play a crucial role. Injury
dating can provide medical proof of a crime and is particularly of
high evidential value in cases that lack other types of evidence,
such as domestic violence. However, it is difficult to reliably
determine the age of an injury in a living individual using
minimally invasive methods. Therefore, this research attempts to
identify epidermal biomarkers that can estimate the age of blunt
force injuries, which are the most common type of injury. The
research is conducted in a reconstructed human skin (RhS)
model, on which a blunt force injury is inflicted. Subsequently,
the time-dependent expression pattern is observed of
3 biomarkers that are known to be involved in cutaneous wound
healing. For this study, we specifically selected several epidermal
biomarkers namely, tumour suppressor protein p53, proliferation
marker Ki-67 and B-catenin. We found that the expression levels
of p53 and Ki-67 both decrease initially after 1 day of blunt force
injury infliction and gradually increase at 4 days post injury
infliction. Both biomarkers have also been proven to be able to
significantly discriminate between RhS models without injury and
at 1 day after injury. The expression of B-catenin only starts to
decrease at 4 days after injury infliction and remains in a
decreased capacity. These time-dependent changes show that
these biomarkers can potentially help assess the age of a blunt
force injury. Further research is required to increase the
evidential value of these findings and determine the differences
in behaviour of the RhS models compared to in vivo skin.
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Title thesis LC-MS/MS detection of SGLT-2 inhibitors for preventive anti-
doping purposes: method validation and metabolic profiling.

Abstract Introduction: Sodium-glucose linked transporter-2 (SGLT-2)

inhibitors are efficient drugs used for the treatment of type 2
diabetes (T2D) (1-13). Their diuretic and weight-loss properties are
of interest in the context of preventive doping research. Diuretics
are listed among WADA'’s Prohibited List (S5), as these might be
used to excrete other abused substances more quickly to mask
their intake. Additionally, due to SGLT inhibitors’ weight-loss
properties, these antidiabetics may be misused by cheating
athletes in competitive sports with weight-classes or where a
favorable strength to weight ratio may be advantageous.

Goal: This research project had three objectives. Firstly, the
validation of two established liquid chromatography-tandem mass
spectrometry (LC-MS/MS) methods as initial testing procedure
(ITP) for the analysis of twelve SGLT inhibitors. The two ITPs
differed in the urine samples processing. One method was a direct
injection method, whereas in the second method urines were
treated with p-glucuronidase for enzymatic hydrolysis and
prepared with solid phase extraction (SPE).
Secondly, two confirmation procedure (CP) LC-MS/MS methods
were developed and validated to identify the twelve SGLT
inhibitors. For the two CPs, the urines were treated and injected in
the same two ways as described for the ITPs. Lastly, this research
project seeked to investigate the metabolic profiles of dapagliflozin
and empagliflozin, based on the analysis of authentic urines and
in-vitro synthesized metabolites. Additionally, remogliflozin
etabonate was tested for its metabolic behavior in-vitro.

Results: Analysis and method validation of twelve SGLT inhibitors
in ITPs for banned substances in urine exhibited the following limit
of detection (LOD) ranges: 1 to 195 ng/mL (SPE); and 7 to 215
ng/mL (direct injection). The CPs LOD ranges were: 1 to 23 ng/mL
(SPE); and 1 to 32 ng/mL (direct injection); while the limit of
identification (LOI) ranges were: 1 to 32 ng/mL (SPE) and 1 to 39
ng/mL (direct injection). Carryover was observed for a subset of
compounds, with values not exceeding 0.22%.
For dapagliflozin and empagliflozin, the observed in-vivo and in-
vitro phase-l and phase-Il main metabolic pathways were
hydroxylation and glucuronidation, respectively.

Conclusion: This research has validated four analytical LC-MS/MS
methods for the detection of twelve SGLT inhibitors following
WADA guidelines. Additionally, in-vitro experiments have
confirmed that hydroxylation and glucuronidation are the main
pathways for the metabolization of dapagliflozin and
empagliflozin. Lastly, remogliflozin etabonate metabolized to
remogliflozin, but remained detectable.
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Title thesis Can you be trusted with an algorithm? Research into the effects
of algorithm results on facial image comparison in forensic
science.

Abstract

This study investigated the effects of algorithmic input on forensic facial image comparison across three
levels of expertise following the research question: “What is the effect of algorithmic input in forensic
facial image comparison investigations, and how do these effects vary by expertise level?”. A 3x3
between-subjects design was employed involving 229 participants across three expertise groups: facial
image examiners, other forensic visual comparison examiners, and novices. Participants were randomly
allocated to one of three conditions: a control condition with no algorithm, a condition where algorithm
input was provided before analysis (ECP), and a condition where algorithm input was provided after
analysis (ECA). Each participant completed forty facial image comparison tasks via an online survey. For
each task, they first judged whether two images depicted the same or different individuals and then
indicated their level of support on a six-point scale, including the option “no support.” Algorithm input was
fictitious but always correct, presented consistently across experimental conditions. Results demonstrated
significant main effects of both expertise and condition. Algorithm input increased accuracy compared to
the control group, with the highest accuracy achieved when participants reviewed the pair both before
and after receiving algorithm feedback. Confidence ratings were also elevated in algorithm conditions,
although experts remained more cautious than novices. Response times were longer for experts,
suggesting more deliberate processing. The results suggest that the most effective approach is for
examiners to first provide an independent judgment before reviewing algorithm output. Future research
should examine examiner responses to incorrect algorithm input to better understand the limits of human
oversight in hybrid forensic workflows.

Are the facial images of the same person or of two different people?

The two images are of the The two images are of different
same person people
C\’ (ny
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